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(5 7) Abstract: 

PROBLEM TO BE SOLVED: To prevent the illegal readout of the recorded information 
of a write once type optical disk. 

SOLUTION: In the write once type optical disk provided with a user area for writing 
user data and a system area to be used by a system at least when the pertinent writing 
operation is performed, information for a security measure is written on a part of the 
system area of the optical disk and the disk is shipped. Since the disk is shipped while 
the information for the security measure written in the system area are in a invisible 



state for a user, the information are hidden from the user, the illegal readout of the 
recorded information is prevented by utilizing these hidden information. 
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CLAIMS 



[Claim(s)] 

[Claim 1] The write-once mold optical disk characterized by writing the information 
for security countermeasures in said a part of system area, and making it ship to it in 
the write-once mold optical disk equipped with the user area for writing in user data, 
and the system area used by the system in case the write-in actuation concerned is 
performed at least. 

[Claim 2] Said system area is a write-once mold optical disk according to claim 1 
characterized by being a field for laser on-the-strength calibrations at the time of 
writing in user data. 

[Claim 3] Said system area is a write-once mold optical disk according to claim 1 
characterized by being either of the fields for specifying the termination location of 
the field for session information storing referred to in case the user data written in the 
field for temporary storages of the session information at the time of writing in user 
data or the user area are reproduced, or a user area. 

[Claim 4] The information for said security countermeasures is a write-once mold 
optical disk according to claim 1 characterized by being the identification information 
for user authentication. 

[Claim 5] The information for said security countermeasures is a write-once mold 
optical disk according to claim 1 characterized by being the key information for 
enciphering said user data. 

[Claim 6] The information for said security countermeasures is a write-once mold 
optical disk according to claim 1 characterized by being the key information for 
decoding the encryption data written in said user area. 

[Claim 7] An access means to access the write-once mold optical disk with which the 
information for security countermeasures was written in a part of system area, An 
authentication means to judge coincidence with the authentication information 
inputted from the information and the outside for said security countermeasures read 
by said access means, and to perform user authentication, The record regenerative 
apparatus for write-once mold optical disks characterized by having a permissible 
means to permit access from the outside to said write-once mold optical disk when a 
registered user's authentication is performed by said authentication means. 
[Claim 8] An access means to access the write-once mold optical disk with which the 
information for security countermeasures was written in a part of system area, An 
authentication means to judge coincidence with the authentication information 
inputted from the information and the outside for said security countermeasures read 
by said access means, and to perform user authentication, The record medium 



characterized by storing the program for realizing a permissible means to permit 
access from the outside to said write-once mold optical disk when a registered user's 
authentication is performed by said authentication means. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the record regenerative apparatus for 
a write-once mold optical disk and write-once mold optical disks, and a record 
medium. It is related with the record regenerative apparatus for a write-once mold 
optical disk and write-once mold optical disks and record medium which are 
represented in detail by CD-R (Compact Disc Recordable) which can write in data 
only once. 
[0002] 

[Description of the Prior Art] As a distribution medium of electronic data, such as 
various contents and a computer program, CD-ROM (Compact Disc Read Only 
Memory) is used abundantly. Although CD-ROM is the by-product manufactured by 
press molding etc. from the master CD which recorded electronic data and it is mainly 
used for the media of extensive distribution, the optical disk unit of a write-once mold, 
i.e., CD-R, is used for little sample version CD and private CD of the number of 
distribution (the number of manufactures). CD-R has the difference in CD-ROM and 



structure between transparent disk substrates and reflecting layers (detailed 
structure is mentioned later.) in that it has the recording layer which consists of 
organic coloring matter, irradiates high power laser at the recording layer concerned 
using the recording device (CD-R writer) of dedication, and can record information in 
a user phase by forming an information pit in the recording layer concerned by the 
thermal reaction. 

[0003] CD-R is the write-once (postscript is possible) mold which cannot perform 
informational elimination or overwrite as above-mentioned. That is, informational 
elimination and informational rewriting which were written in once are impossible. 
Therefore, it is a storage indispensable to applications, such as distribution of 
electronic data which requires especially maintenance, and storage, from having the 
outstanding advantage that informational elimination and the informational alteration 
by the inaccurate person can be prevented certainly. 
[0004] 

[Problem(s) to be Solved by the Invention] However, if it was in the conventional 
write-once mold optical disk, although there was an outstanding advantage that 
elimination and an alteration of recording information could be prevented, since 
read-out of recording information was free, there was un-arranging [ that unjust 
read-out or the illegal copy of recording information could not be prevented ]. For this 
reason, storage of CD-R which recorded the information which requires secrecy is 
faced. Although a strict management regulation must be applied, employment of such 
a management regulation is considerable difficulty. As a result of in many cases being 
easy to flow in an easy inclination and being able to prevent carrying out of CD-R and 
read-out of information by the indiscreet person neither from the inconsistency of a 
regulation, nor tameness, there was a trouble that the external outflow of the 
information which should be kept secret, or the appearance of CD-R copied unjustly 
was nonavoidable. 

[0005] In addition, although this trouble is being able to say the general storage device 
of not only CD-R but a portable mold, it is serious about especially CD-R. Actually, in 
addition, CD-R is because unjust reading of the recording information is possible also 
even for after no more use, unless CD-R which is widely used for distribution, storage, 
etc. of electronic data which require maintenance taking advantage of the write-once 
type of the description and which became unnecessary is destroyed physically (for 
example, a blemish is given or cut intentionally). 

[0006] therefore, the technical problem which this invention tends to solve — unjust 
read-out of the recording information of a write-once mold optical disk — preventing 



— with — **** — it is in offering the write-once mold optical disk which suits 
applications, such as distribution of electronic data which requires especially 
maintenance, and storage. 
[0007] 

[Means for Solving the Problem] A write-once mold optical disk according to claim 1 
is characterized by writing the information for security countermeasures in said a part 
of system area, and making it ship to it in the write-once mold optical disk equipped 
with the user area for writing in user data, and the system area used by the system in 
case the write-in actuation concerned is performed at least. According to this, the 
information for the security countermeasures written in the system area maintains 
the invisible condition from a user, and is shipped. 

[0008] A write-once mold optical disk according to claim 2 is characterized by said 
system area being a field for laser on-the-strength calibrations at the time of writing 
in user data in a write-once mold optical disk according to claim 1 . According to this, 
the information for security countermeasures is written in and shipped to the specific 
field (field for laser on-the-strength calibrations) to which the existence is 
disregarded at the time of playback of data. 

[0009] A write-once mold optical disk according to claim 3 is characterized by said 
system area being either of the fields for specifying the termination location of the 
field for session information storing referred to in case the user data written in the 
field for temporary storages of the session information at the time of writing in user 
data or the user area are reproduced, or a user area in a write-once mold optical disk 
according to claim 1 . According to this, the information for security countermeasures 
is written in the field to which direct access from a user is not permitted, and all are 
shipped to it. 

[0010] A write-once mold optical disk according to claim 4 is characterized by the 
information for said security countermeasures being the identification information for 
user authentication in a write-once mold optical disk according to claim 1. According 
to this, the user authentication using the information for security countermeasures 
becomes possible in a user phase. 

[0011] A write-once mold optical disk according to claim 5 is characterized by the 
information for said security countermeasures being the key information for 
enciphering said user data in a write-once mold optical disk according to claim 1 . 
According to this, the user data encryption using the information for security 
countermeasures becomes possible in a user phase. 

[0012] A write-once mold optical disk according to claim 6 is characterized by the 



information for said security countermeasures being the key information for decoding 
the encryption data written in said user area in a write-once mold optical disk 
according to claim 1. According to this, the decode using the information for security 
countermeasures of encryption data is attained in a user phase. 

[0013] The record regenerative apparatus for write-once mold optical disks according 
to claim 7 An access means to access the write-once mold optical disk with which the 
information for security countermeasures was written in a part of system area, An 
authentication means to judge coincidence with the authentication information 
inputted from the information and the outside for said security countermeasures read 
by said access means, and to perform user authentication, When a registered user's 
authentication is performed by said authentication means, it is characterized by 
having a permissible means to permit access from the outside to said write-once mold 
optical disk. According to this, by loading with the write-once mold optical disk with 
which the information for security countermeasures was written in a part of system 
area, and using the information for the security countermeasures, authentication 
processing of a registered user is attained, for example, data logging to said 
write-once mold optical disk and the security in the case of the data playback from 
said write-once mold optical disk are secured. 

[0014] An access means by which a record medium according to claim 8 accesses the 
write-once mold optical disk with which the information for security countermeasures 
was written in a part of system area, An authentication means to judge coincidence 
with the authentication information inputted from the information and the outside for 
said security countermeasures read by said access means, and to perform user 
authentication, When a registered user's authentication is performed by said 
authentication means, it is characterized by storing the program for realizing a 
permissible means to permit access from the outside to said write-once mold optical 
disk. According to this, said access means, an authentication means, and a permissible 
means are realized by organic association with the hardware property and this 
program containing a microcomputer. 
[0015] 

[Embodiment of the Invention] Hereafter, the gestalt of operation of this invention is 
explained to a detail with reference to a drawing. In addition, instantiation of the 
notation of the specification thru/or example and numeric value of various details in 
the following explanation, or a character string and others is reference to the last for 
making thought of this invention clear, and it is clear that its the thought of this 
invention is not limited by those all or parts. Moreover, although the explanation 



covering the details is avoided about the well-known technique, a well-known 
procedure, well-known architecture, and well-known circuitry (following "common 
knowledge matter"), this is also for giving explanation brief and does not eliminate 
intentionally all or a part of these Governor Shu term. Since it is this the Shu 
Governor term at the application time of this invention and this contractor can just be 
going to know it, naturally it is contained in the following explanation. 
[0016] Drawing 1 is the external view (a) and its important section enlarged drawing 
(b) of a write-once mold optical disk (henceforth "CD-R"). Setting to these drawings, 
CD-R1 is the diameter of 12cm (there is also a thing with a diameter of 8cm.). 
Hereafter, it is a thing with a diameter of 12cm and explains. It has the shape of a disk 
and with a diameter of 15mm center hall 1a is formed in the core of a disk. The 
distance from the core TO of a disk to the wall (disk common-law marriage T1) of 
center hole 1a 7.5mm, The distance from TO to the disk rim T7 is 60mm. Among these 
T1-T7 Two or more concentric record sections, That is, they are PCA (Power 
Calibration Area), PMA (Program Memory Area), and a lead-in groove (it has 
abbreviated to "RI" by a diagram.) to the order from the inner circumference side of a 
disk. Data area (it has abbreviated to "UA" by a diagram.) And lead-out (it has 
abbreviated to "RO" by a diagram.) Each field is prepared. 

[001 7] When each field is outlined, PCA located in T2 - T3 is a trial writing field for the 
laser adjustment on the strength performed in case data are recorded on CD-R1. 
Generally about 100 times of this trial writing are possible, and it consumes the field of 
one batch by at least 1 time of data logging. PMA located in T3 - T four is a field 
where the track number and initiation/termination location are saved temporarily, 
when there is a truck of the session which is not closed yet by CD-R1. The lead-in 
groove (RI) located in T-four-T5 is a field in the head (inner circumference side of a 
disk) of a session truck, and is a field where TOC (the number of trucks currently 
recorded on Table Of ContentsrCD, a starting position, and the die length of the sum 
total of a data area) of a session is saved. A closing of a session writes the information 
saved at PMA temporarily in this lead-in groove (RI). 

[0018] The data area (UA) located in T5-T6 is a field in which data are actually written 
in a user phase. The storage capacity of data is about 680 M bytes (a thing with a 
diameter of 8cm is about 190 M bytes of max) of max, and if this storage capacity is 
expressed with sound recording time amount, it will become in the maximum about 74 
minutes (a thing with a diameter of 8cm is the maximum about 21 minutes), a data 
area (UA) is managed by the logical block of the predetermined size (2 K bytes) unit 
which continues from immediately the back of a lead-in groove (RI) — having — 



coming — **** — every logical block — the max from 0 — LBN (Logical Block 
Number) to about 330000 is assigned The lead-out (RO) located in T6-T7 is a field in 
the last (periphery side of a disk) of a session, and is a field which shows that the last 
of a data area (UA) was reached. 

[0019] The location on the disk of each [ these ] field is standardized except for T2 
and T3. That is, the location where T four separated from TO 23mm, the location 
where T5 separated from TO 25mm, and T6 are prescribed to become the location 
distant from TO 58mm. In addition, this is the convenience of illustration although the 
same sign (T7) shows the disk rim and the termination location of lead-out (RO) by a 
diagram. The actual termination location of lead-out (RO) turns into a location distant 
from TO 58.5mm. The following, as long as there is no notice, T7 shall express the 
termination location of lead-out (RO). In addition, initiation and the termination 
location (T6 and T7) of lead-out (RO) change according to the amount of the data 
recorded on CD-R1. The above-mentioned actual value (T6=58mm, T7=58.5mm) is a 
thing when making the amount of stored data into max. 

[0020] Drawing 2 is cross-section structural drawing of CD-R1. CD-R1 is transparent, 
and on substrate 1b which consists of an ingredient (for example, plastics) which was 
excellent in thermal resistance, moisture resistance, and a moldability, and was 
equipped with necessary optical properties (a refractive index, birefringence, etc.), the 
laminating of the protective layer 1e which consists of hard material, such as 1d of 
reflecting layers, resin, etc. which consist of metallic materials, such as recording 
layer 1c which consists of organic coloring matter, and aluminum, is carried out, it is 
formed, and the thickness of the whole cross section is 1.2mm 

[0021] The point that the point of having recording layer 1 c, and 1f of spiral guide rails 
called a wobbles groove between recording layer 1c and substrate 1b are formed has 
the difference in structure with CD-ROM. Record of the data to CD-R1 irradiates the 
powerful laser for record along with 1f of guide rails from the background of substrate 
1b, and is performed by heating recording layer 1c and forming an information pit (pit: 
a part for the physical deformation affected zone for modulating the laser reflected 
light for playback). 

[0022] Drawing 3 is the format conceptual diagram of each record section of CD-R1. 
In this drawing, PCA, PMA, a lead-in groove (RI), a data area (UA), and lead-out (RO) 
correspond to the same name part in drawing 1 (b), respectively. Although the size 
(information write-in possible capacity) of PCA and PMA is not fixed, differ for every 
manufacturer, about 3.5 M bytes is secured by the initial complement corresponding 
to the above-mentioned count of trial writing (generally about 100 times), or the count 



of temporary storage of session information, for example, PCA, and the capacity of 
about 2 M bytes is secured by PMA. Incidentally, the starting position (T2) of PCA and 
the starting position (T3) of PMA can be expressed in writing from such instantiation 
capacity with the location for "T2=T-four-about 35 seconds", and the location for 
"T3=T-four-about 13 seconds" on the basis of the starting position (T four) of the 
standardized lead-in groove (RI). 

[0023] As stated above, the trial writing field at the time of PCA performing data 
logging and PMA are fields which store temporarily the session information which is 
not closed, and these two fields (PCA/PMA) are fields used only at the time of data 
logging (access). On the other hand, the field where data are actually written in, and 
the lead-out (RO) of the field which records as TOC the session information by which 
the lead-in groove (RI) was closed, and a data area (UA) are fields which specify the 
end of a data area, and these three fields (a lead-in groove / data area / lead-out) are 
fields used at both times of data logging and playback (access). 

[0024] On the other hand, if all these fields are seen in respect of the access ease 
from a user that is The reader of CD-R1 If it evaluates in respect of the ability of the 
contents of storage to be easily accessed using the usual tools (file system on the 
operating system typically carried in the personal computer concerned etc.) from 
users, such as a personal computer which it had Although complete grasp of the 
contents of storage is possible though natural about a data area (UA), contents grasp 
of other fields (PCA, PMA, a lead-in groove, and lead-out) is impossible. 
[0025] Of course, since such a tool is difficult to receive for a general user, if it is 
possible if a special tool is used, but use of the exceptional tool to apply is removed, it 
can be said that other fields other than a data area (PCA, PMA, a lead-in groove, and 
lead-out) are special fields where only access from a system was permitted. Hereafter, 
this special field is called "system area" and the thing of the field where access from 
a user was permitted is made a "user area." That is, a user area, other PCA, PMA, a 
lead-in groove (RI), and lead-out (RO) of a data area (UA) are system areas. 
[0026] Now, the description of CD-R1 in the gestalt of this operation is that it writes 
the proper information on CD-R1 (henceforth "ID information"), and predetermined 
cryptographic key information in a part of system area at the time of manufacture. 
Although it is desirable to have a unique value (value not overlapping) covering the 
total number of manufactures of CD-R1 as for ID information, since there is concern 
whose information bit forms many bits and presses the storage capacity of a system 
area when the number of manufactures becomes huge, it is good also as different 
information for every manufacture lot, every production line, and every manufacture 



stage. 

[0027] This ID information is used for access collating to CD-R1 in a user phase so 
that it may mention later. The input of ID is required with the application which 
reproduces data, coincidence with inputted ID and ID currently written in the system 
area is judged, and, only in coincidence, access is permitted. The playback and the 
duplicate of data by the inaccurate user (user who does not know ID) can be 
prevented by this, and the outflow of data and the appearance of an inaccurate 
product can be avoided. 

[0028] The key information written in a system area together on the other hand is 
used in order to encipher the raw data written in a data area in a user phase. That is, 
after reading a cryptographic key with the application which records data and 
changing raw data into encryption data using this cryptographic key, that encryption 
data is written in the data area of CD-R1. Also in case this cryptographic key decodes 
encryption data, it is used. That is, the input of ID is required with the application 
which reproduces data at the time of playback of data, coincidence with inputted ID 
and ID currently written in the system area is judged, in coincidence, a cryptographic 
key and encryption data are read, encryption data are decoded using the 
cryptographic key, it changes into raw data, and use of a user is presented. 
[0029] Therefore, the inaccurate user who does not know ID Since the access to data 
itself is refused, while reading of inaccurate data is avoidable In the usual technical 
knowledge, even if access is successful with a certain means, since access to the 
cryptographic key written in the system area is impossible, it should not decode 
encryption data to raw data, but should devise a thoroughgoing security step in this 
point. 

[0030] Drawing 4 is instantiation structural drawing of the data format containing ID 
information written in a system area at the time of manufacture, and a cryptographic 
key. In this drawing, the first example (a) has the magnitude of 20 bytes by all that 
consisted of each information on 8 bytes of ID information, 8 bytes of DES (Data 
Encryption Standard: U.S. federal government standard code specification) 
cryptographic key, 2 bytes of manufacture year, 1 byte of manufacture moon, and 1 
byte of manufacture date. Moreover, the second example (b) has the magnitude of 36 
bytes by all that consisted of each information on 8 bytes of ID information, 24 bytes 
of Triple DES cryptographic key, 2 bytes of manufacture year, 1 byte of manufacture 
moon, and 1 byte of manufacture date. 

[0031] It is decided by whether the dependability of a cryptographic key is thought as 
important chiefly, or storage capacity pressure of a system area is avoided whether to 



adopt format [ which ]. In addition, the byte count of illustration, the class of 
cryptographic key, and format structure are instantiation to the last. What is 
necessary is just to, write the information (ID information) in which solid-state 
discernment of CD-R1 is possible, and the key information on predetermined [ which 
can both be decoded from encryption data to raw data ] (cryptographic key) which 
can change raw data into encryption data in the system area of CD-R1 in short at the 
time of manufacture. 

[0032] Drawing 5 is the rough block block diagram of a write-once mold optical disk 
record regenerative apparatus (henceforth a "CD-R record regenerative apparatus"). 
The spindle motor 12 which this CD-R record regenerative apparatus 10 supports the 
clamping area (information non-recording area prepared among T1-T2 of drawing 1 
(a)) of CD-R1, and carries out a rotation drive in the predetermined direction, The 
optical pickup 14 which spaces substrate 1b of CD-R1, and irradiates the object for 
record, or the laser 13 for playback (generally infrared laser with a wavelength of 
770-830nm) at recording layer 1c, While having the coarse adjustment motor 15 made 
to move an optical pickup 14 to radial [ of a disk ] in harmony with the seeking motor 
which is not illustrated [ which was prepared in the interior of an optical pickup 14 ] 
The disk roll control section 1 6 which controls the rotational speed of a spindle motor 
12, The rotational speed of the coarse adjustment motor 15, and the coarse 
adjustment motor control section 1 7 which controls a hand of cut, The pickup control 
section 18 which performs control of the location of an optical pickup 14, or laser 
reinforcement, It has playback/record control section 19 which controls the reading 
signal from an optical pickup 14, conversion of waveform of the write-in signal to an 
optical pickup 14, etc., and has further the controller 20 which generalizes each of 
these control sections. This controller 20 is equivalent to an access means, an 
authentication means, and a permissible means given in the summary of invention. 
[0033] the CD-R record regenerative apparatus 10 is built in the expansion slot of the 
host equipments 21, such as a personal computer, (or it carries out external — 
having), connects between host equipment 21 and controllers 20 by cable 21a of 
predetermined signal specification (for example, SCSI:Small Computer System 
Interface), and is used. 

[0034] The CD-R record regenerative apparatus 10 which has such a configuration 
can perform record and playback of recording information of the information on 
CD-R1 as it is shown below, in addition, CD-R1 — CD-ROM — although it is a 
compatible device and information playback of CD-ROM is also possible for the CD-R 
record regenerative apparatus 10, since there is no direct relation, explanation is 



abbreviated to this invention. 

[0035] If the application program only for CD-R records (it abbreviates to "AP" 
below.) is executed with <record actuation of information on CD-R1> host equipment 
21, the laser on— the— strength calibration command from AP will be first told to a 
controller 20. While a controller 20 answers this command, tells a necessary command 
to each control section and locating an optical pickup 14 in an PCA sky field (field 
which is not tried, written and carried out) of CD-R1 After controlling rotational speed 
of a spindle motor 12 (it controls so that the relative velocity in the current position of 
an optical pickup 14 turns into a predetermined rate), the laser 13 for record of 
provisional reinforcement (arbitration power between 5.5~8mW) is irradiated from an 
optical pickup 14 to an PCA sky field, and trial writing is performed. 
[0036] Subsequently, a controller 20 reads the data written [ were tried and ] and set 
to PCA through the playback record control section 1 9, and returns the data to AP of 
host equipment 21. AP tries and writes, compares data with expected value, judges 
the propriety of laser reinforcement, and if a judgment result is "**" while carrying out 
increase and decrease of the laser reinforcement of accommodation and publishing a 
laser on-the-strength calibration command again, if a judgment result is "no", it will 
start record actuation of the information on CD-R1. 

[0037] This record actuation transmitting the necessary record data chosen suitably 
to a controller 20 from AP, and performing the roll control of a spindle motor 12, and 
position control of an optical pickup 14 through each control section under control of 
this controller 20 by the user, while modulating the laser 13 for record from an optical 
pickup 14 by the above-mentioned record data, it records on the data area of CD-R1. 
And if record is completed, while closing all sessions and writing TOC of the session 
information in a lead-in groove (RI), lead-out (RO) is formed after the last session. 
[0038] In case the recording information of <playback actuation of recording 
information of CD-R1> CD-R1 is reproduced, Above AP (application program only for 
CD-R records) is unnecessary. However, the driver software for performing the 
interconversion of the file system of CD-R1 and the file system of host equipment 21 
is indispensable. By using the CD-R record regenerative apparatus 10 through this 
driver software, a user can access the file system of CD-R1, without being conscious 
of distinction with other storage devices, such as a hard disk with which host 
equipment 21 was equipped. That is, since the file structure recognized by the file 
system of an operating system is in sight of a user, a user can choose the file stored 
in other storage devices, and the file made into the purpose in CD-R1 in the same 
procedure, the file is copied, it can stick on other storage devices, or, in the case of 



execution files, such as an EXE format, the file concerned can be opened and 
performed. 

[0039] While the CD-R record regenerative apparatus 10 reads the TOC information 
in a lead-in groove (RI) and provides the driver software of host equipment 21 with it 
on the occasion of this file access When the read-out command of a specific file is 
received from the driver software concerned While specifying the truck of a data area 
(UA) with which the data of the file concerned were written in with reference to the 
TOC information in a lead-in groove (RI) and locating. an optical pickup 14 in the 
starting position of the truck Control the rotational speed of a spindle motor 12, 
irradiate the laser 13 for playback (the point that power is stopped by about 0.2mW is 
removed, and it is the same as the laser for record) from an optical pickup 14 at 
CD-R1, and the file data concerned is read. A series of actuation of transmitting the 
reading data to host equipment 21 is performed. 

[0040] While the CD-R record regenerative apparatus 10 of the gestalt of this 
operation can write in information on CD-R1 as above, playback of the information 
written in CD-R1 can also be performed. Although this CD-R record regenerative 
apparatus 10 is an indispensable component when writing in information on CD-R1 in 
a user phase, it is a user phase and is a component needed also when reproducing 
information written in CD-R1. CD-R1 — CD-ROM — it is a compatible device, the 
CD-ROM regenerative apparatus is carried in most, such as a personal computer of 
these days, it is possible to perform information playback of CD-R1 using that 
CD-ROM regenerative apparatus, and since this CD-ROM regenerative apparatus 
cannot be accessed at ID information or the cryptographic key which were beforehand 
written in the system area of CD-R1, also when reproducing too information written in 
CD-R1, the CD-R record regenerative apparatus 10 is an indispensable component. 
[0041] Moreover, although the CD-R record regenerative apparatus 10 is equipment 
chiefly used in a user phase, if it takes notice of the information write-in function to 
CD-R1, since it is applicable also to the writing of ID information or a cryptographic 
key performed in the manufacture phase of CD-R1, the fundamental actuation will go 
ahead with the talk by the following explanation as what is used in both a user phase 
and a manufacture phase in the above-mentioned CD-R record regenerative 
apparatus 10. 

[0042] Information record processing > drawing 6 is a flow chart which shows the 
write-in actuation of ID information and a cryptographic key at the time of 
manufacture of CD-R1 (it says below, "it is information record processing at the time 
of shipment".) at the time of < shipment. In addition, in order to use only the record 



function of the CD-R record regenerative apparatus 10 at the time of manufacture, in 
the flow chart of illustration, the thing of the CD-R record regenerative apparatus 10 
is called the "record machine" for short for convenience. However, not only the CD-R 
record regenerative apparatus 10 but the intention of the purport which may be the 
"record machine" only for manufacture phases is included in this vocabulary (record 
machine). 

[0043] In drawing, if information record processing is started at the time of shipment, 
first, non-recorded CD-R1 (a "disk" is called in a flow.) will be prepared, and a record 
machine will be loaded with this CD-R1 (step S11). next, host equipment 21 — 
operating it — the recording information to CD-R1 — a manual entry — or it 
generates automatically (step S12). This recording information is ID information on 
CD-R1, a predetermined private key, a date (creation data) on the day, etc., and that 
format is as being shown in drawing 4 (a) or (b). 

[0044] Subsequently, if an information record instruction is published from host 
equipment 21 to a record machine (step S13), after a record machine answers this 
instruction, performs laser on-the-strength calibration processing and sets the laser 

13 for record as proper power, it will carry out migration control of the optical pickup 

14 in "the specific location" of the record section of CD-R1 (step S14). This specific 
location is an arbitration location on the field where direct access from a user is not 
accepted theoretically, i.e., the free space of a system area (PCA, PMA, a lead-in 
groove, or lead-out). It is an arbitration location (on a free space) on PCA currently 
especially recognized widely by this contractor preferably as a field where the 
existence is disregarded at the time of data playback, or PMA. Hereafter, let the above 
"a specific location" on [ of explanation ] expedient be an arbitration location on the 
free space of PCA. 

[0045] Subsequently, modulating the laser 13 for record for recording information 
(information generated at step S12) using reception and its recording information from 
host equipment 21, it irradiates the laser 13 for record through transparent substrate 
1b of CD-R1 at 1f of guide rails of recording layer 1c, forms an information pit in 
recording layer 1c of a guide rail 1f directly under, and a record machine performs the 
writing to CD-R1 of said recording information (step S15). The write-in starting 
position of recording information is the migration location of the optical pickup 14 
performed at the above-mentioned step S14, i.e., the arbitration location on the free 
space of PCA, and the write-in termination location of recording information is a 
location which separated only the part equivalent to the size (it will be 20 bytes or 36 
bytes if a format of drawing 4 is followed) of recording information from the location 



concerned. 

[0046] Subsequently, a record machine reproduces recording information written in 
the system area by making into a playback termination location the location from 
which only the part equivalent to a playback starting position and the size of recording 
information separated the location concerned, and transmits this playback information 
to host equipment 21 while it moves an optical pickup 14 to the above-mentioned 
specific location, i.e., the arbitration location on the free space of PCA. While judging 
that host equipment 21 was able to be normally written in when comparison collating 
of the playback data and the above-mentioned recording information which were 
transmitted from the record machine was carried out, verification inspection was 
conducted (step S1 6) and both were in agreement and reporting that to an operator, it 
judges that writing went wrong and that is reported to an operator (step S17). In 
normal write-in information, an operator moves CD-R1 concerned to a shipment shelf 
(step S18), and, in write-in failure information, moves CD-R1 concerned to a defective 
shelf (step S19). And the above processing is repeatedly performed until prepared 
CD-R1 is lost (step S20). 

[0047] Therefore, according to this "being information record processing at the time 
of shipment", hiding information, such as ID information, a cryptographic key, and 
creation data, can be written in the system area of non-recorded CD-R1, and it can 
ship to a commercial scene, and can send to a user. And in case data write-in 
processing, data regeneration, or disk copy processing in which it explains below is 
performed in a user phase, processing peculiar to the gestalt of this operation using 
the above-mentioned hiding information can be performed. 

[0048] <Data write-in processing by user> drawing 7 is a flow chart which shows the 
data write-in actuation (henceforth "data write-in processing by the user") 
performed in a user phase. In this processing, a user receives CD-R1 in which it hid by 
information record processing at the time of the above-mentioned shipment, and 
information was written in a commercial scene, sets that CD-R1 in the CD-R record 
regenerative apparatus 10, and records necessary user data on CD-R1 concerned. 
About this user data, an especially important point is in the point which is the secret 
data which permit playback only to a specific man, i.e., the data which require secrecy. 
When the data which require this kind of secrecy were conventionally recorded on 
CD-R, data were enciphered by the predetermined cryptographic key, it recorded on 
CD-R, and storages, such as a floppy disk which stored the decode key of the 
encryption data concerned together with that CD-R, were distributed. However, 
coincidence distribution of such multimedia has possibility, such as loss at a 



distribution place, when taking time and effort, and it has the fault that management is 
troublesome. 

[0049] CD-R1 of the gestalt of this operation has the merit that management is made 
easy and it can cancel above-mentioned un-arranging, without losing at a distribution 
place, since encryption data and the decode key of the encryption data are stored and 
distributed to one storage. 

[0050] In drawing 7 , if the data write-in processing by the user is started, the CD-R 
record regenerative apparatus 10 will judge the existence of the write-in instruction 
from host equipment 21 (step S31). And if there is a write-in instruction, ID input 
request is published to host equipment 21 (step S32), and ** will display 
predetermined GUI (Graphical User Interface) of **** for ID input on a screen, and 
host equipment 21 will receive ID input from the keyboard by the user etc. (step S33), 
and will transmit inputted ID information to the CD-R record regenerative apparatus 
10. 

[0051] If it is coincidence while the CD-R record regenerative apparatus 10 reads ID 
information currently written in the system area of CD-R1, judges coincidence with ID 
information transmitted from host equipment 21 (step S34) t and it will end processing 
as it is, if it is inharmonious, it will read the cryptographic key currently written in the 
system area of CD-R1, and will transmit it to host equipment 21 (step S35). Host 
equipment 21 changes the above-mentioned user data into encryption data using the 
cryptographic key (step S36), and transmits the encryption data concerned to the 
CD-R record regenerative apparatus 10. The CD-R record regenerative apparatus 10 
ends processing, after recording the transmitted encryption data on the data area of 
CD-R1 (step S37). 

[0052] Drawing 8 is drawing showing the time run of the above "data write-in 
processing by the user", and the thing equivalent to the host equipment 21 
above-mentioned [ the personal computer 31 in drawing ], the thing equivalent to the 
CD-R record regenerative apparatus 10 above-mentioned [ the CD-R writer 32 ], and 
CD-R33 are equivalent to above-mentioned CD-R1. 

[0053] In this drawing, while a user loads the CD-R writer 32 with CD-R33, he 
operates a personal computer 31 and publishes a necessary write-in instruction for 
the CD-R writer 32. The CD-R writer 32 answers this write-in instruction, ID request 
is returned to a personal computer 31, and, as for a personal computer 31, ** displays 
GUI of **** for ID input on a screen. A user inputs predetermined ID information (ID 
information told by the salesman etc. at the time of the purchase of CD-R33) 
according to the GUI, and a personal computer 31 transmits inputted ID information to 



the CD-R writer 32. 

[0054] ID information currently beforehand written in the system area of CD-R33 will 
be read, the CD-R writer 32 judges coincidence with ID information transmitted from 
the personal computer 31, if in agreement while stopping processing and refusing 
writing, if inharmonious, will read the cryptographic key currently beforehand written in 
the system area of CD-R33, and will transmit it to a personal computer 31. A personal 
computer 31 enciphers user data using the cryptographic key, and transmits 
encryption data to the CD-R writer 32. After the CD-R writer 32 records encryption 
data on the data area of CD-R33, it notifies completion of record actuation to a 
personal computer 31, and ends ''data write-in processing by the user" of an above 
single string. 

[0055] Therefore, while being able to perform user authentication using ID information 
beforehand written in the system area of CD-R according to this "processing data 
write-in [ by the user ]", in the case of the data writing performed by the 
authentication user (registered user), a user data encryption can be performed using 
the cryptographic key beforehand written in the system area of CD-R, and that 
encryption data can be written in CD-R. 

[0056] Consequently, that what is necessary is just to operate and write in host 
equipment and to perform assignment of the target user data, and the input of ID 
information, a user can automate the writing to CD-R of the user data encryption 
processing concerned and encryption data, and can aim at an improvement of 
workability. 

[0057] <Data regeneration by user> drawing 9 is a flow chart which shows the data 
playback actuation (henceforth "data regeneration by the user") performed in a user 
phase. In this processing, a user receives CD-R1 in which encryption data were 
written by the data write-in processing by the above-mentioned user, sets that 
CD-R1 in the CD-R record regenerative apparatus 10, reads a cryptographic key and 
encryption data from that CD-R1, and performs a series of processings in which 
encryption data are decoded using a cryptographic key. An especially important point 
is in this the processing of a series of for two kinds of users to exist. The first user is 
a user (henceforth a "registered user") who knows just ID information, and the second 
user is a user (henceforth an "inaccurate user") who does not know just ID 
information. 

[0058] In drawing 9 , if the data regeneration by the user is started, the CD-R record 
regenerative apparatus 10 will judge the existence of the playback instruction from 
host equipment 21 (step S41). And if there is a playback instruction, ID input request 



is published to host equipment 21 (step S42), and ** will display predetermined GUI of 
**** for ID input on a screen, and host equipment 21 will receive ID input from the 
keyboard by the user etc. (step S43), and will transmit inputted ID information to the 
CD-R record regenerative apparatus 10. 

[0059] The CD-R record regenerative apparatus 10 reads ID information currently 
written in the system area of CD-R1. Judge coincidence with ID information 
transmitted from host equipment 21 (step S44), and if inharmonious, while judging it as 
an inaccurate user and ending processing as it is, if it is coincidence, it will be judged 
as a registered user. The cryptographic key currently written in the system area of 
CD-R1 and the encryption data currently written in the data area are read, and it 
transmits to host equipment 21 (step S45). After host equipment 21 decodes 
encryption data using the cryptographic key and permits a registered user's access to 
the decode data concerned, it ends processing. 

[0060] Drawing 10 is drawing showing the time run of the above "data regeneration by 
the user", and the thing equivalent to the host equipment 21 above-mentioned [ the 
personal computer 31 in drawing ], the thing equivalent to the CD-R record 
regenerative apparatus 10 above-mentioned [ the CD-R writer 32 ], and CD-R33 are 
equivalent to above-mentioned CD-R1. 

[0061] In this drawing, while a user loads the CD-R writer 32 with CD-R33, he 
operates a personal computer 31 and publishes a necessary playback instruction for 
the CD-R writer 32. The CD-R writer 32 answers this playback instruction, ID request 
is returned to a personal computer 31, and, as for a personal computer 31, ** displays 
GUI of **** for ID input on a screen. A user inputs predetermined ID information (ID 
information justly notified from the distribution place of CD-R33) according to the GUI, 
and a personal computer 31 transmits inputted ID information to the CD-R writer 32. 
[0062] The CD-R writer 32 reads ID information currently beforehand written in the 
system area of CD-R33, and coincidence with ID information transmitted from the 
personal computer 31 is judged. If inharmonious, while judging it as an inaccurate user, 
stopping processing and refusing playback If in agreement, it will be judged as a 
registered user, and the cryptographic key currently beforehand written in the system 
area of CD-R33 and the encryption data currently written in the data area are read, 
and it transmits to a personal computer 31. After a personal computer 31 decodes 
encryption data using the cryptographic key and permits access from a registered 
user, it ends "data regeneration by the user" of an above single string. 
[0063] Therefore, while a registered user and an inaccurate user are discriminable 
using ID information beforehand written in the system area of CD-R according to this 



"data regeneration by the user" Restrict when data regeneration is performed by the 
registered user, and the cryptographic key written in the system area of CD-R and 
the encryption data written in the data area are transmitted to host equipment 
Encryption data can be decoded with host equipment and accesses (for example, 
perusal thru/or activation, etc. of data) to the decoded raw data can be permitted. 
[0064] consequently, an inaccurate user — eliminating — playback of data — it can 
carry out — unjust perusal, unjust activation, etc. of data — preventing — with — 
**** — the security nature of CD-R can be improved. 

[0065] <Disk copy processing by user> drawing 1 1 is a flow chart which shows the 
disk copy actuation (henceforth "disk copy processing by the user") performed in a 
user phase. In this processing, by data write-in processing by the above-mentioned 
user, a user receives CD-R1 in which encryption data were written, and sets that 
CD-R1 in the CD-R record regenerative apparatus 10. A cryptographic key and 
encryption data are read from the CD-R1, encryption data are decoded using the 
cryptographic key concerned, and a series of processings in which the decode data is 
written in intact CD-R set in another CD-R record regenerative apparatus 10 (it 
copies) are performed. Also in this the processing of a series of, two kinds of users of 
the inaccurate user who does not know just ID information with the registered user 
who knows just ID information exist. 

[0066] In drawing 1 1 , if the disk copy processing by the user is started, the CD-R 
record regenerative apparatus (henceforth a "copied material CD-R record 
regenerative apparatus") 10 loaded with CD-R1 of a copied material will judge the 
existence of the copy instruction from host equipment 21 (step S51). And if there is a 
copy instruction, ID input request is published to host equipment 21 (step S52) t and 
** will display predetermined GUI of**** for ID input on a screen, and host equipment 
21 will receive ID input from the keyboard by the user etc. (step S53), and will transmit 
inputted ID information to the copied material CD-R record regenerative apparatus 10. 
[0067] The copied material CD-R record regenerative apparatus 10 reads ID 
information currently written in the system area of CD-R1. Coincidence with ID 
information transmitted from host equipment 21 is judged (step S54). If inharmonious, 
while reading the encryption data which judged it as the inaccurate user and were 
written in the data area of CD-R1 and transmitting to host equipment 21 (step S55) If 
it is coincidence, the encryption data currently written in ID information, 
cryptographic key, and data area which judge it as a registered user and are written in 
the system area of CD-R1 will be read, and it will transmit to host equipment 21 (step 
S56). 



[0068] Host equipment 21 judges whether ID information and a cryptographic key are 
contained in the transfer data. If ID information and a cryptographic key are contained, 
it is the CD-R record regenerative apparatus 10 (it is called below a "copy place 
CD-R record regenerative apparatus".) of a copy place one by one about the ID 
information and cryptographic key, and encryption data. It transmits to 10, or if ID 
information and a cryptographic key are not contained, transfer data (encryption data) 
itself is transmitted to the copy place CD-R record regenerative apparatus 10. 
[0069] The copy place CD-R record regenerative apparatus 10 is the same procedure 
as above-mentioned "being information record processing at the time of shipment" 
(referring to drawing 6 ), when ID information and key information are included in the 
transmitted data. After recording the ID information and key information on CD-R of a 
copy place, encryption data are recorded on the data area of CD-R of a copy place. 
Or when ID information and key information are not included in the transmitted data, 
after recording encryption data on the data area of CD-R of a copy place, the 
completion of record is notified to host equipment 21, and a series of disk copy 
processings are ended. 

[0070] Drawing 1 2 is drawing showing the time run of the above "disk copy processing 
by the user." The thing equivalent to the host equipment 21 above-mentioned [ the 
personal computer 31 in drawing ], That by which left-hand side CD-R33a is 
equivalent to CD-R1 of a copied material, the thing by which left-hand side CD-R 
writer 32a is equivalent to the above-mentioned copied material CD-R record 
regenerative apparatus 10, CD-R33b of the thing and right-hand side on which 
right-hand side CD-R writer 32b is equivalent to the above-mentioned copy place 
CD-R record regenerative apparatus 10 is equivalent to CD-R of a copy place. That is, 
this example shows the example which carries out the disk copy of the recording 
information of left-hand side CD-R33a to right-hand side CD-R33b. 
[0071] In this drawing, while a user loads the CD-R writers 32a and 32b with CD-Rs 
33a and 33b of a copy place a copied material, respectively, he operates a personal 
computer 31 and publishes a necessary copy instruction to copied material CD-R 
writer 32a. Copied material CD-R writer 32a answers this copy instruction, and 
returns ID request to a personal computer 31, and, as for a personal computer 31, ** 
displays GUI of **** for ID input on a screen. A user inputs predetermined ID 
information (ID information justly notified from the distribution place of CD-R33a) 
according to the GUI, and a personal computer 31 transmits inputted ID information to 
copied material CD-R writer 32a. 

[0072] Copied material CD-R writer 32a reads ID information currently beforehand 



written in the system area of CD-R33a, and coincidence with ID information 
transmitted from the personal computer 31 is judged. If inharmonious, while it is 
judged as an inaccurate user and the restrictive copy of only encryption data is 
permitted If in agreement, it will be judged as a registered user, and the encryption 
data currently written in ID information, cryptographic key, and data area which are 
beforehand written in the system area of CD-R33a are read, and it transmits to a 
personal computer 31. 

[0073] A personal computer 31 transmits ID information, the cryptographic key, and 
encryption data which were read from CD-R33a of a copied material to copy place 
CD-R writer 32b while publishing a write-in instruction to copy place CD-R writer 32b. 
Copy place CD-R writer 32b writes the encryption data in the data area of CD-R33b, 
notifies the write-in completion to host equipment 21, and ends "disk copy processing 
by the user" of an above single string while it writes the ID information and 
cryptographic key in the system area of CD-R33b. 

[0074] Therefore, while a registered user and an inaccurate user are discriminable 
using ID information beforehand written in the system area of copied material CD-R 
according to this "disk copy processing by the user" It restricts, when disk copy 
processing is performed by the registered user. The encryption data written in ID 
information, cryptographic key, and data area which were written in the system area of 
copied material CD-R can be transmitted to host equipment, and it can transmit to a 
copy place CD-R writer from host equipment, and can write in copy place CD-R (it 
copies). 

[0075] Consequently, while a disk copy can be permitted only to a registered user and 
the perfect by-product of copied material CD-R can be made to manufacture, the 
restrictive copy of only encryption data can be permitted to an inaccurate user, the 
incomplete by-product (data cannot be used unless a code is decoded) which is not 
reusable can be made to be able to manufacture substantially, the appearance of 
unjust duplicate objects, such as a pirate edition CD, can be prevented, and 
improvement in the security nature of CD-R can be aimed at. 

[0076] As explained more than the <conclusion> CD-R1 of the gestalt of this 
operation Since ID information and the hiding information of a cryptographic key are 
written in and shipped to the specific field (system area) to which direct access by the 
user is not accepted By mounting the security function which used the hiding 
information for the CD-R writer (CD-R record regenerative apparatus 10) used in the 
case of the data writing of a user phase, or data playback It becomes possible to 
attest the access permission to CD-R1, and data writing and data playback can be 



permitted only to a registered user. 

[0077] therefore, the description (elimination and an alteration of data are impossible) 
of a write-once mold — in addition, a commercial scene can be provided with CD-R1 
which gave still more positive security nature, and the social benefit that it applies to 
the storage of data and the field of distribution which require especially secrecy, and a 
very desirable write-once mold optical disk can be realized can be done so. 
[0078] in addition, in the above explanation, although hiding information, such as ID 
information and a cryptographic key, is written in the system area, this system area 
may be the semantics of fields other than the field (typically data area) where direct 
access by the user was permitted, and you may be a lead-in groove not to mention 
above-mentioned PCA and PMA, and may be lead-out, or fields other than this exist 
— you may be that field as long as it becomes. 

[0079] Moreover, although explanation was not added especially about a 
cryptographic key, any of various cipher systems (for example, there are methods, 
such as FEALFast Encipherment Algorithm, besides the above-mentioned DES 
method.) which are generally known may be adopted. What is necessary is to take into 
consideration the difficulty of decode, the overhead of encryption processing or 
decode processing, the volume of encryption data, etc., and just to adopt a suitable 
method. 

[0080] Moreover, the security function using ID information and the cryptographic key 
of said explanation The hardware property containing the microcomputer and the 
various peripheral devices which were chiefly mounted in the controller 20 of the 
CD-R record regenerative apparatus 10, or the main board of host equipment 21, 
Although organic association with software property, such as an operating system and 
various programs (driver software is included), realizes functionally Since hardware 
property and an operating system can use a general-purpose thing The indispensable 
matter indispensable for a security function in which ID information and the 
cryptographic key of said explanation were used Substantially, being together put by 
programs, such as the above-mentioned "data write-in processing by the user" 
(referring to drawing 7 ), "data regeneration by the user" (referring to drawing 9 ), and 
"disk copy processing by the user" (referring to drawing 1 1 ), can say. 
[0081] Therefore, the security function using ID information concerning this invention 
or a cryptographic key includes the component (a unit article, a finished product, or 
semifinished product) containing record media or these record media, such as the 
floppy disk and optical disk which stored all those programs or its important section, a 
compact disk, a magnetic tape, a hard disk, or semiconductor memory. In addition, 



what the record medium or component has on a network not to mention that by which 
itself is in a distribution channel, and offers only the contents of record is contained. 
[0082] Moreover, in the above explanation, although the example of CD-R was shown 
as a write-once mold optical disk, it does not restrict to this. For example, since 
DVD(Digital Video Disc or Digital Versatile Disc)-R can also perform one data writing, 
of course, he is the associate of a write-once mold optical disk. What is necessary is 
to read a CD-R record regenerative apparatus and a CD-R writer with a DVD-R 
record regenerative apparatus and a DVD-R writer, respectively, and just to replace 
them, while reading CD-R as DVD-R, when applying the above-mentioned explanation 
to DVD-R. 
[0083] 

[Effect of the Invention] Since according to invention according to claim 1 the 
information for the security countermeasures written in the system area maintains 
the invisible condition from a user and is shipped, the information concerned can be 
made into the hiding information from a user. 

[0084] According to invention according to claim 2, the information for security 
countermeasures is written in and shipped to the specific field (field for laser 
on-the-strength calibrations) to which the existence is disregarded at the time of 
playback of data. Since the field concerned is widely understood as an object for laser 
on-the-strength calibrations also for about [ that it is invisible ] and this contractor to 
the user, it can secure invisibility also to this contractor that has this know how. 
[0085] According to invention according to claim 3, the information for security 
countermeasures is written in the field to which direct access from a user is not 
permitted, and all are shipped to it. Therefore, the information concerned can be made 
into the hiding information from a user. 

[0086] According to invention according to claim 4, the user authentication using the 
information for security countermeasures becomes possible in a user phase. 
Therefore, an inaccurate user can be eliminated using this authentication result, and 
record of data and the security at the time of playback can be improved. 
[0087] According to invention according to claim 5, the user data encryption using the 
information for security countermeasures becomes possible in a user phase. 
Therefore, since it is not exposed of raw data even when unjust authentication should 
be carried out, the secrecy nature of data is securable. 

[0088] According to invention according to claim 6, the decode using the information 
for security countermeasures of encryption data is attained in a user phase. 
Therefore, even when unjust authentication should be carried out, unless the 



information for security countermeasures is read, it cannot be exposed of raw data 
and the secrecy nature of data can be secured. 

[0089] According to invention according to claim 7, by loading with the write-once 
mold optical disk with which the information for security countermeasures was written 
in a part of system area, and using the information for the security countermeasures, 
authentication processing of a registered user is attained, for example, data logging to 
said write-once mold optical disk and the security in the case of the data playback 
from said write-once mold optical disk can be secured, therefore, the description 
(elimination and an alteration of data are impossible) of a write-once mold optical disk 
— in addition, a more positive data integrity measure can be taken, it uses for the 
storage of data and the field of distribution which require especially secrecy, and the 
suitable record regenerative apparatus for write-once mold optical disks can be 
offered. 

[0090] According to invention according to claim 8, said access means, an 
authentication means, and a permissible means are realizable with organic association 
with the hardware property and this program containing a microcomputer. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is the external view and its important section enlarged drawing of a 
write-once mold optical disk. 

[Drawing 2] It is cross-section structural drawing of CD-R. 



[Drawing 3] It is the format conceptual diagram of each record section of CD-R. 
[Drawing 4] It is instantiation structural drawing of the data format containing ID 
information written in a system area at the time of manufacture, and a cryptographic 
key. 

[Drawing 5] It is the rough block block diagram of a write-once mold optical disk 
record regenerative apparatus. 

[Drawing 6] It is the flow chart which shows the write-in actuation of ID information 
and a cryptographic key at the time of manufacture of CD-R (at the time of shipment 
information record processing). 

[Drawing 7] It is the flow chart which shows the data write-in actuation (data write-in 
processing by the user) performed in a user phase. 

[Drawing 8] It is drawing showing the time run of the data write-in processing by the 
user. 

[Drawing 9] It is the flow chart which shows the data playback actuation (data 
regeneration by the user) performed in a user phase. 

[Drawing 10] It is drawing showing the time run of the data regeneration by the user. 
[Drawing 1 1] It is the flow chart which shows the disk copy actuation (disk copy 
processing by the user) performed in a user phase. 

[Drawing 12] It is drawing showing the time run of the disk copy processing by the 
user. 

[Description of Notations] 

PCA Power Calibration Area (a system area, field for laser on-the-strength 
calibrations) 

PMA Program Memory Area (a system area, field for temporary storages of session 
information) 

RI Lead-in groove (field for session information storing) 

RO Lead-out (field for specifying the termination location of a user area) 

UA User area (user area) 

1 CD-R (Write-once Mold Optical Disk) 

10 CD-R Record Regenerative Apparatus (Record Regenerative Apparatus for 
Write-once Mold Optical Disks) 

20 Controller (Access Means, Authentication Means, Permissible Means) 
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tc «fc o Tftfffl $ ft£ ~> Xr A^RiUt £: fcfli* Tz v -< h 7 y 
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1 

immm\) z.—VT—stzmt&tsrzvxDs.—rm 

XgjftxVX^tC&^T, 

Mfc->X7 A«D-9Uc-tr*a "J tV WKOfc«>©fl| 
«*»*&A/PHi»-r 3 «t 3 fc L ft c i: fc f -5 5 

[USE 2] Sul2->XxAfii^{i, a— tf-f-^S 

X^ 0 

C»*«3] MEvXx AM*, 3— »f-r-*£ 

■c** c titnmttzm *w i fetco^ h 7 >x§y 

HufBa— if r-^ J&Bf^fkf src*<D»1I}fBT«S C 

£#$tk -f susRH i setter h 7 yxsy^xV x 
tut en.— »fia«K » t ja $ n/cHg^ftx- * *«*t-r s 

<D7^h7yx^rtf J i'X^ 0 

OfcabCUHB^iiiStifc?^ b 7yxSJrcrV X7 
lc7^-feXf S77-bX#|£i, 

-a*ffl£ L T 3— tf eSE«fr 5 hsii^is k , 
fiftf5KSE¥8K «fc o TI^3-Hf cDlgE^tf fenfcif^ 

rc c k k -r s 5 -y k 7 >7.§yftrV x * ^ 

immms: ^xxA^co-auct+aUT^ttm 
©fc«>oi»«^8*ii$nfe7-f h 7 yxgyftrV X 7 

K7*-feX"f S7*-fe*^©£, 

wi^MM^mc <fc o TIEM3— <f vmtffirtoti1tm& 
fcmlSv-Y H7^x3iJfc7V**^<0ttfflSfr5©7*-b 
X «rfF^-r 5 fffS^S k 3 7n 7"^ A£ 
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inmntmttwfa 

[0 001] 

rVx^, h7>XS7tf-Vx7ffl!Si5S4Slfc 
£ jA^C k^T't 5C D-R (Compact Disc Recordabl 

e) fcftSt^ns^-f h7yx§UTt7Vx7, v^K7 
>^S!3tt7 f ^X^fflraill4*li*«fctfE««(*lclBt 

10 5o 

[0 0 0 2] 

A^£Dtt?7'-^iDSe^4Sf*i:LT, CD-ROM (Co 
ipact Disc Read Only Memory) i^fflSnt^S. C 
D-ROMti, *?7 s --**:iaSLfcv**CDfrS7' 

E*fr©*7V7£ffl^6tt*ft\ S2*t5& (§¥£&) <0'> 

h 7 ^xsyo^T-r x ^gffik -r^^-s cd-r ^ji> 
20 ens, cD-Rttawa^x^assfcstra ci¥«i 

«r^LTl^jS-eCD-R0M4:«lifi±<DfflJi^fe*), 
VfflOilBftSIIK (CD-R 7^7-) sfeffllr^T^RIEft 

«{cff ffi If7h 1t&&+ 5 :t tc i D » 3— ifgWTW 

[0 0 0 3] C D-Rl±±tecoi:fc0'ff?8cDrPi£ J (?'±ffi 

-*»*aA,^**ofi!i*^»*»**^Brji 

[0 0 0 4] 

[fgB^TOLcfc^k-r^SB^] L^Lftft^, fifi*<0 
7^ h7yxS7t-7 : VX7{CfeoT(i> IBSIRIROffiag 
^ftST^imhT' 1 5 k ^ -5 ffinfcf €»<D<0, 

40 ofco CCDfcfe, »H%Bf*1B*B%E»LfcCD-R 

n^T < . WflSilc <fc -5 C D - R Oft^tti L ^1B« 
rSftffi^:^ Lti^IE(c 3 bf-Sftfc C D - R cDtBIl^BiEf 
[0 0 0 5] 443, frfrSISJSSMli, CD-R{C(5gP, 
50 CD-Rfco^Ttt^KSSiJT-fcSo CD-R(i» 



3 

^mcrs^fzCD-RZtyjimimm (»ms, sew 

So 

[0 0 0 6] LfctfoT, *«W««jBi*LJ:3fc-r*«l 
[0 0 0 7] 

[■w^wft-rsfefto^ga i ek©^ h7 

««k5tcLfc<: cntcintf, ->xf 

[0 0 0 8] 8M»S 2 821807* YVyTJmrr-iW 

[0 0 0 9] »5R«3SE«©7-r H7>XSi3tr-CX^ 

is^isifB«©'7-rh7yx§y7txVx^{c&^ 
k « t a* nfc a-ifx- * *s4r § is t #sa« n s 
tutf^o cntcfcntf, ^-rnta— ^6©it»w 

[0 0 10] nT&X4l&&(D7'(b7VXMlft7 t 4Z9 
14, TOUESc©^* h7>Xiy^f : VX^fC*5V^ 
T, ffJffi-fe+a'Jf-w'WSOfeftCfllfflti, a— iflESE 

tf, a— •ra»T» -b+a'j-r-cw«<Dfc*©i»*a*fij 

ffl L a— tfigfiE^ ujmt ft So 
[0 0 1 1] W*5i5E«©7-r h7:/XSUfrrVX* 

§ 0 entente", a— <flSKT\ t+aUfYWI© 



(3) KpBB 2001-319339 
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[0 0 12] 8MiE6iEtt£>7* b7>X§yft7VX7 
14, !S*ai!e«(D7^h7>xS!7tTVx^tci3^ 

«1BfflTfe5«li:?r1#aii;-r5o CttKJttlf. a— »f 

io [o o 1 3] mmitmvu h7>x»rV7.* 

X*fc7*-trXf.57*-t:X#&i:, IME7*-fc*¥S 

— <f KH*fr 5 ffifiPPS , tuEEBE* SJC ck o TIES! 
a— •f©BKtffr*>ftfc«£lc|fflE7-r h 7>7M7 

7 tt»<Dfca<DflHB*f "Jffl-f S C t fc «fc , I«a- 

ifcDEsiEsaai^prfiitfto, mwr, fKHE^-n*?:/* 

[0 0 14] s!jRJR8iEffi<0lEaSfti{*(4, ->XfAi« 

v ■< h 7 > XS^TtrV X ^ tc 7 ^ -fex-T 5 7 * -b X#IS 
30 i:, S3g27^HrX^gK«fcoTK*ttl*nfe9ijS£-fe*a 

t £>-«¥iJ£ L Ta— »fBIE*ff 9 USE* & t , SuI2 
BK¥»(c J: r> X^M=l— If ©KBE««ff totifclit&lctW 

a £#t5VN- K 7 x 7«S t K7"D ^ A i <Dft® 
40 [0 0 1 5] 

ffi^? ftfflgp^Sft ^ L^Jfeck tfRffi^X^W* ©ft!! 
50 tCl"^fci6T*oT, one»/?ilOTt5'l'©7^T$/c{4- 



(4) 

5 

[0 0 16] HI (4, 7f r^VXiyft-f-f X? (WT 
TCD-RJ i:l>-5o ) <Dfl.«BI (a) *5«fcZ>*-£ ©gg|5 
ffl^H (b) T'$>5o CftSOHfcfcl^T, CD-R1 
tt, »&1 2 cm (Il8cm(0tOfefeS„ 1UT, E 
til 2 cm<Dh<DT*mWTZo ) Of^X^«%tLT 
fct), r-fX^Otp&Ulfig 1 5mm<9-b>2— 

i a^ffM$nT^5„ rfx^^foTo^e-try^ io 

*-7H aOl (f^^iTl) £T'©i?g!${4 7. 
5 mm, T 0 fref^X^^T 7 $T©S§8tl4 6 0m 
mt'feO, CCDT 1 ~T 7 <Dfflcmfctt<On8k<OE8fa 
iC TYX^COrtDiJ^^litPC A (Powe 

r Calibration Area) , PMA (Program Memory Are 
a) , V-V-fy mXHt TR I j tmLT^Zo ) , 
f-^X'J7 (TO4 TUAJ fcH&LTl^So ) *5<fctf 
U-F79r- (HT'« TROJ fcHSLTV-So ) ©MB 

[00 1 7] &fl|J££it!fc-f£i:, T2~T3tC{41? 20 

§pcab> cd-r ncx-^^rieis-rs^tcff^n 

*U--»f5MMSEOfc»©KL»*1ilWT»«*. COW 
1 0 0lEl@fiRraB-?£>), '>&< £fc 1 
HIOx-^IBgET' 1 0»©«W*}|!m-r*o T 3 ~T 4 
KfiHfSPMAti, CD-R 1 T'$/c£p-XLTI^ 

^i:Bflfi6/»7{i[|l*-i^Wtc«#-rs««-p*5o T 
4~T5fcffi«-r5'J-hV>' (R I) It. -ty>3> 

h^vtvvm (tVx^<dpw,ij) \ab%ffl&x\ -t 

•r>3>OTOC (Table Of Contents : C D{CE§1£ 30 

©*£) *im?zm®v&z>o -b7->3^^-x 
y> (r i ) tc«^iA$n§ 0 

[0 0 18] T 5~T ejCfflH-TS-r-^xUT (U 

a) (4, a— «fapg-piiiSK7 r -^^»*ii$n5ja« 

Tfc* 0 T-^Offi»ifM«**#?J6 8 OM/W h (it 
f!8 cm©&©t4S;M$ 1 9 0M/WF) T*&t>, £© 

E*s*ti»#B9iiin?a-ri:«*«7 4# discm 

©fc©t4S*£j2 1») Jc&3 0 r-*x'J7 (UA) 40 

it. v-vjy (r i) (Dtz'&zfrcbmmrzpm-y- 
9 fc&c rfe t) , #hsxp vtctico fre>m*.m 3 

3 0 0 OOST'OLB N (Logical Block Number) tfSJ 
OST6n5«fc7»C*oTV^o T 6~T 7fC(4B1"4 
'J-K7*h (RO) (4, ■b-yi/3><D§k , & (tVX^ 
©ttiSffl'J) ££«WK-?. f-?x'J7 (UA) ©fif£ 

[0019] Ctte»£S«©7^X*±<Ofi[|I:{iT 2 4: 
T3*Bfc^T8t«{t£nT^*o -f&fr^, T4tiT0 50 
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frb2 3mmgtttfcfuffi, T 5 (IT 0**5 2 5mmJtn 
fcffiH, T6(4T0^e> 5 8mmg|n/c{itlt&3J;9 

79 b (RO) ©**7teBfc£|e]-©£H§ (T7) T?* 

(R 0) ©UROfcTffcHttT Ofrf. 5 8. 5 mmfStl 

F79H (RO) ©»7ffiB*a^t04:"r*. fcfc, 
'J-K79r- (RO) CDffltetmTim (T6J3«fetfT 
7) J4CD-R 1 »CEST*T-*0*fclSi;Tgffc"r 
±iEOHI8ifi (T6 = 5 8 mm, T7 = 58. 5 in' 
m) liieitr- 9 M%Wi±lC L £ t © & ©T*£ 3 „ 
[0 0 2 0] 0214, CD-R KOWffiJSjSEIT'&S. 
CD-R 1 {4, ^T*^tt, Ha&£J:tftWBttKfi 

±t, WSIfeiR^e&SIESB l c 7;l/ = x9A&i? 

[0021] c d— r oMt (Dwm±<ommt, mm 
i c *wr*jSu *i«ttfis»H i c tsffi i b 

7* -y 7";i/y;l—7*i:i¥{4<a5^#^o^rt^ l r 
f$.-£tlT^Z&\ZtDZo C D-R 1 s\<DT-$<DEmt 
S«l b©KHI^e>Sg|*J}»l f tcra^TEiiffl^Sj^U 
-<f*JH»L, EMI c*to«lLri»*8tf'y h (pi 

t : u£m<Di<-^fc%x%%mtsrzib<Dmmm} 

[0 0 2 2] (13(4, CD-R 10#iE»SW©7*- 
V7 HHtBTSS, COHfCfct/^T, PC A, PM 
A, U-hV> (R I) , f-^X'J7 (UA) fc4D* 
U-K77h (RO) te^nen, 01 (b) tct3tt5 
m&fflftlC*}fctZ> 0 PC A*3ctl>*PMA(D+r^X (tfl 
IfiSt^W^S® f4S!ii#u'^icS'5: , 3, 
fct^tf, ±Kl;Oii):Ltf «Ott (-He 1 0 0@@1S) Jf> 
■b -> a yflHBO-ufElligaK a^r o fc^Uffl, 0H 
tf, PCAT'^3. Hit, PMAT'l^M^ 

»J*$fi^ 6 P C A <Dfflteiti.m ( T 2 ) tPMA cortitti 

&m (T3) (4, «»{bsnfcy-K'f> (r d 

tetlH (T4) %SqstLT. rT2 = T4-^J3 5 
#J ©fiS, TT 3 = T 4 1 3 ©J ©&14:ffitS 

[0 0 2 3] m&<Dt1SK>, PC Afi-r-^8B»*fi l '5 
^©MLfi^ni^, PMA(4i70-X$nT^!S:t>-tr7 

(PCA/PMA) (4x-^Ki|SBffC<D^iJffl 

(7^-fcx) snsafj«t»*s 0 -73, 'j-hv^ (r 

I ) (4 7 P-XSnfc-b -y •> 3 >tt?B% T 0 C LTE 

sr*M«» f-^xu7 (ua) immcr-zms 
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U-F7^h (RO) lif-^XiJ7 
-K-ry/x-^xUT/'J-KT^ h) Ii7-*f2§i 

[0 0 2 4] c4i6^T©SSW*a— »f^5© 
7t'1zXn%1±<D&T*%.Z l t. ?%t>%, CD-R 1 CD 

wmql <o mmzmz. rc/^-v-tJi^y^^-^momm 

-vf^yM^-^^m^nt^^v-T-^yfy 10 

tXT'tSfrgfr^Tffffil - **:, r-^xUT (U 
A) JCOl^T{i^«S*^6*03E«F«3SO^SffiSfiRr 
BTPfcStf, fl&QflM (PC A, PMA, U-KV>* 

[0025] w»ay-;u*fl»ffl-rntfBi<fi 

*ttf, T-*xU7Wi1.0fBlO«W (PC A, PMA, 
U-hWfeitfy — K7«> h) tt, ->Xf AfrSOT 20 

£ ra— tf^mij ti/^ciitc-rso -rfcfa^ 7-* 

XU7 (UA) tta— «f1H«. fnWCPCA, PM 
A, U-hVy (R I) tJitf'J- K7^h (RO) « 

[0 0 2 6] *H*60^(ifi:*JttSC D-R 1 (D 

JHifiBfli:* ~>XxAfl^cD-g|5(CCD-R 1 CD 
H#fflf« GKT ri DfiWBj fc^-p. ) tPiT^cDflg^a 30 

«»%»*ii€fjSitca&So i Dit$stic d-r i <o±m 

[0 0 2 7] C©ID1»««, »f-5«i:-5£, a— if 
SPTTOCD-R 1^7^-trX^{Cffl^e.n-5o 7 
-*cDff££rr977 P, J'7--S/3 >T- 1 DOX*%SaR 
U Aft^ftfc I D£->X7AfiH#lce*ji£nTI/^ 40 
I Di<0-a%W^LT» -a©»dO*7*-feX*||F 
Wf So CtUcitK ^lEfta-if (I D*jSP64l/^ 
-if) £«fc*7-*oiS£*«§l{*ISil:U 7-*<D?jit 

[0 0 2 8] -73, ->X7AfRigE{C-*|(CStjiSn5 
a— tfgpgT'7-^x'J Ticfff jA$ft3£ 
7-**Hg^{fr*fe«>tffli^nSo fftto*, 7- 

C0Hf^«^m^T£7-**Hg^{b-r-*K£«8Lfc 
*OBg^ftr-^%C D-R 1 <7)7-^xU7»cSf 50 
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l^n^o 7^:b*», 7- 2 ©Pi£B3f tc, 7-££>B£ 
£fr-5 77U7— >3 >T I DOAfc*:g*U AftS 
ftfc I Dt->X7Affi«tcSf iiSnTt^ I Dt<D- 

#HiU j e©ra#«£ffl^TB|#{b7-**:8HtU 4 
[0 0 2 9] L/ctfoT, I D*3SP6»lr^iEft3.— <f 

a, T-^"\<D7^-bxift%«s^n«*^, 

T-*OR*Bi»>£lHliaT?£* 7Jtf-, {5J6fr 

0¥ST'7^-bX*^L/ci: LTt., ->X7Afa$£ 

stii$nfcBi^i['\(D7^-bxi±am<DS^iaT'{i 

[0 0 3 0] 0 4 ti, KffiH$K*>;*T A1B«[K:*Si£$ 

ffi'&mx&% a CQBlC&b'T. Jg-©0»J (a) U\ 8 
/Whcoi DtsfftL 8/Uh©DES (Data Encrypt io 
n Standard : 7* U XmmuftWWWmS) H&^SL 
2/W h<Q£!ij£$> 1 fU V<DW&ms&XS 1 / W 

S%^U^S. iErOffl (b) It. 8vWh© 

I D1f$S, 2 4/Wr-<Dr-D7;UDESBg^ 2'W 

[0 0 31] 0ffi07*-7y h*»ffl"r4*»J4, fc 
o«6Bg^a©<S«tt*fiffi-rSjb\ SAcJi, ->XxA 

< STteH^T^So ©JCD-Rl »6g{*jKgWpJfig 
aflHH (I Dlf$B) S7-^^Bg^ft7-^(C^ 
TtS±tfcBg^fb7-^^b47-^{c|fi^T-t§Rff^ 
(BgW 4:*t!itB#fCCD-R lOi/Xf 
AM^ tC S t jAAT'tSlt If «k I \ 
[0 0 3 2] 0 5 (t. V^YiyT.Wt^-iT.^im^ 
^M. (WT rCD-RK»H£«liJ fcl/^o ) COM 

Hioti, c d-r i (Dt^yvysfxyj m l 

(a) OT l~T2CDKfC^6nfc1f«l^feS|xU 

7) UTm^iBitisiiEWift-rsxtr^K;!/*- 

*l2t, CD-R lCSfil b*2LT82»JBl etc 
E»fflSfctt|f4ffl©U—tf (-Mtctefi7 7 0-8 3 
0 n m U— *f ) 13 *BHWf * 7^ tT y * 7 «y 7 1 
4i:, ^fcf-y-J'7>y7l 4 OrtSSfcHltSnfe^Bl^flD 

{c, xtfyK;U*-^i 2<Dls]«jlJt^irii|taiT57VX 
^lHl*EiliUSPSI5l 5CDlH|i|ii)iffitl0lte 
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?j ft t zmm*—? 9m» 1 i 1 , tr -y * 7 -y 
7 1 4 <D\m^ is—*mm<Dmm*fi ? ^ -y 7 7 -y -/m 

[0033] c D-Riaissssn o«, ^-v-f/i/ 

3^^a-^fOt^ hSB2 1 tOffi?IXa-y MCfiK 10 
Sft (£fct±y1.tttt2tt) „ *XhSB2 1 £n>hn 
-7 2 0 fcOffl^m^Ofi^tS SCSI: 
Small Computer System Interface) <D*T— 7*;U2 1 a 

[0 0 3 4] CO«ta*«fiK*Wt«CD-Rffii8ll^ 
SSI Ofi, MTfcjS-ffcfcD, CD-R 1 

CD-R 1 teCD-ROMay/^cTjrvWXT&'K 
CD-R fia§P*£gl 1 0ii> CD-R 0M<DWWn$. 

*mntitmm<Dmmtf%^rctbmw 20 

[0035] <CD-R1 '\OlS«<DfBfiilf^>3hX H 
Sif 2 1TCD-R flEflt* ffl 7 7 'J 3 > 7°a ^ 
A (WT TAPj t'UmtSo ) fcHfrf-Si:, S-fv 
A Pfrf.OU-fM*t'J71/->3 ynvy F^n 

v?7vZf\ 4£CD-R1 <DPC A^ti® 
sntVfc^fflig) tcftl^-esi:^ xtf^K/l/*- 
- * 1 2 <DIel$Eiia^*Jil (ft tf -y 7 7 -y 7* 1 4 30 

fctt, fte-y7 7-y7°l 4ft>&V£!Mfc (5. 5-8 m 

w<DK<E>ffi8/<7-) ©ISiSffl b— f 1 3 % P c A^tS 
[0 0 3 6] &^T% nyhn-v2 0(i> S£ie§S$iJ 

%<D : r-z?k*-7,h*&w.z 1 ©a ptcjgag-rso 

D-R 1 '\01»«OgB»»^*M(i6-r-5. 

[0037] c©sB»iMm. a— iftcfcoTSgfca 

JRSJifcflFfgtDlHBx-^fcA Pfrbnyhn-7 2 0 
/rLTXtfyK;^-* 1 2©0$ E ff!iJ®:fc£tffttf-y7 

7-y7i 4 (DimMmzm^-D-o, ±x&BBr?-*-&t 

tf<y^7-y7'l 4*»6©E»fflU— If 1 3*ggBLfc# 
5.C D-R 1 ©-r-*xiJ7»;:geg.«:?ToT^< i:^? 
fe<0tS5 o fL/T, »&5r7-t3<^ T^TO-b-y 50 
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•> a >Zffll;, f-O-fe -y ^ 3 >1HHO T 0 C % 0 - hV 
> (R I) fcfftjAtr fflil-t'ryaXDi^'J 
— K77 r- (RO) ZBf£?Z a 

[0038] <cd-ri (Dmmm<Dn£W)ft> c d 

-R 1 ©8BSfllffl*S4-rsiR{c±IEA P (CD-RBE 

U CD-R KD77^;l/->XrAi:>t>XhSl2 
7 r -f Jl t A ©ffi5S»*ff 9 fc *6£> K 7 -f / < V 
7 hltt&mX'&Zo 2-f«L<9h'7^My7 h^r/rL 
TCD-Rf2§iSB£gfii 0^rfiJffl-r-5.C i:{Ccfc 0, * 
XF-SB2 1 K^Sftfe^-KrYX^SOflllOEtt 
r'WXfc©EgiJ**»-£f KC D-R 1 077-Ol/S/ 
x-rAf^^-fex-fsefctf-ptS. ffcfo-fc, a— if 

oTmmztirc7 7-rjiffi'&tf%.z.z>fr<b, a~»fii, 

CD-R 1 F«9<DlWi:-r*7 7'r;U*atRU f©7 7 

-r 3 e - l t ffi©ie«7-v w x u »? m tz <o , $ 

[0039] CD-R iSISi'^giS 1 0 ti, l©77^ 

)i7^-txicm~tx. v-vyy (ri) rtoTocit 

ffi^^fcBLT^X 1 CO K5-f /<V7 hKtSitt 

^tUL^y K*StJ"«-3fc«^tt, y-hW (R 
I ) l*IOT0G««*#!!HLTaiS7T-r ;l/Of-?tf 
»#&£ftfcx-*xU7 (UA) <Dh7-y7^t$^ 

f©h7 7^«iii:7tlf7y777'l 4^f3z 
l$^§t«tC, Xtf^F^-^1 2 CDlsIliil^SiJ 
»U 7te-y77-y7°l 4^6S4ffl©l/— *f (/<7- 

^0 . 2 mwmmcWx. c>tiz>M.* } m%%mm<D u— *f 

illBlDfecD) 1 3%CD-R 1 tHBWLT SK7r^/l/ 
r-**ffi*«fct>, ^CDK^D7-*-^^^XhSB2 

[0 0 4 0] W±©ifc0, *^JSI«ffy®©CD-RlE 
SS^SB lOli, C D - R 1 s\om «<)D»tii*?:fT 
9Ci:^T't5i:fttc, CD-R ncStiiSnfclSffi 

os^fe^aefc^-eta. ccoc D-RieissssB 

1 Ofi. a— "fgtfgT'CD-R 1 'NOflf«©Stji»* 

T\ CD-R 1 t*tii$nfet»IBOS4«r?f 
^St*n5«lB!tS*T*S. CD-R HiC D-R 0 
M3y^f©f'WXT\ fff^-(D^-Vf)U=iy\d3.- 

i5<0. ^^CD-ROMS^gB^?'JfflLTCD-R 1 

<Dmmn3L*fi?ct&°jfer*&z>ti\ ccdcd-ro 

Mff^SHU, C D-R 1 (DS'Xf-AaftKKfcSfri;* 
Utii*nfc I D'ti!/$g J f>BgWi:7^-bXT-t*^A> 
6, ^t±0, CD-R ltffitiiS n^ts?«<ossfe*ff 
9 if C D - RfBPJ£3£B 1 0 ttfcflMfftlrMJWaS 
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C D-R 1 OliBSaBTfTfctlS I DtS$g^B|^gcD* 

c d-ress^sb 1 o if sb t cufiemtopf 

[0 0 4 2] <miOT?ff!REfi&l>BI6M:. CD-R 
1 ©tBSBtfC&ttS I DlffRtBg^»CD»tiA^»)ft 10 

(WT WBftl^IEWlj i:^-5= ) *mf7u- 

-f-hT'14, CD-RfEiiS*gSl OOCfcfcflEIW 
4S) JCtt, CD-RfEiTOSfil 0EK61", SBIS 

[0 0 4 3] Hfcfcl^T, tflffil91lt$REftft3£mte'*- 
54:. *fEii<DCD-Rl (7P-^T(i Prf 20 

x^j tft-rs. ) *ffljBL, ccdcd-r immwt 

Id&mtZ (Xf'^S 11). *Xh8H2 1 

*»fl! LT CD-R1 ^OffEitfilftB^ Aft $ fctt 111) 
(Xt'^S 1 2) o CcOEKfiMHttCD-R 
1 © I DWm j Ppfife<D®&mis£Xf%a<DBtt (ffcSS 
ft) ftifT&O, *©7*-77htt, 04 (a) 
« (b) icmttiS*)T*3bio 

[0 0 4 4] #^T\ *X hSB2 1 frbSliiCWL 

T««E«***afi'r*i: Uf7^s 1 3) , Eft 

«fi C <DfrfrK.f&g L T U-if aa* t'J7l/->3> 30 
fflSfcHfirU SiEfc^-KEafflU— *f 1 3£fS£ 
Lfc&, ytVvtTVfl 4#C D-R 1 CDfEllni^O 

a, pma, 'j-hv>$^fi';-K77h) <o*\m 

snri/^pcA*fcttPMA±o (*«ffl^«±o) 
ffiattBi?**. wt, stm<os&±. ±ie "WRttt 40 

B" 5:PC A£D*fgffl?B«±cDffi«fiBt1--5. 0 
[0 0 4 5] &^T\ ESffif** *X MSB 2 1 fr£>fE 

(Xx-y7S 1 2T£$L*:fl ! *fi) 
*OK«flHB«:ffll^TE»fflU— 9* 1 3£IEPLoo, 
lEiSffl U— 9 s 1 3SCD-R1 ©2W*Sfi 1 b *ft L 
TESHl c<0S6rt»l ftJHWU m^mi fBTO 
IEHS1 cKl9«£y hfcfg/SLT, SuEEfltflMROC 
D-R 1 '\Oftf#jA*%fT9 (Xf7 7'S 1 5) c tS«5 
W«©»£i&#l»a&ffiHtt, _hfi!Xf77S 1 4T-*fT 
Ztltcyt¥vlr7v7l 4(D®mm?u PC 50 
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A <D*£fflftig±©ffiRftlBT-i6 <1 . E81f 

[0 0 4 6] #^T\ ISStttt. «tr»y*7-yyi 4 £ 
±!E^fuB. ^fctoS. PCAO*ffiffl««±Offi« 
{uBtc»f3i:«fc, ^l^B^ff^teftE, E8 

f?lr\ <KOS^W«%*Xh»H2 lKlBJI-rSo *x 
h=£B2 H4, ES«frS<K££nfcfS£-f-*fc±E 
ESff ffi *:Jt*JH£' L T^ y 7 7 f tftfifctf ^ (xf 
•y7°S 1 6) , W##-&LT^fti4IES{c»£&^£ 

#te«»fS (Xr-y7°S 17). f|*f(i. E3?#£ 
&*IH»KD«£fcS15CD-R 1 %tii»\&©jL (X 
r<y7S 1 8) , yj&CD- 

r i *^fija«^»»-r* Uf-yys 1 9) „ *l 

SSMLT^frTS (Xx-v7S2 0) 0 
[0 0 4 7] LfctfoT, CO rtH^BflflfilEiS^aj 
iCcfctlti', *f?EacDC D-R 1 CDv'XxASMfC 1 Dtfi 

[0 0 4 8] <a-+f(c t k§r-^«tiA*«aa>B17 

ra— •ficisx-^st^saaj t^o„ ) 

7a-^+-hT£§„ cojOSTtt, a— if(4, HijiiE 

(Dtu^Bf it weflHiaaic «koTKi Lum^ff ta. sn/c 

C D-R 1 *ffi«T*A¥U fOCD-Rl%CD-R 
lEiaS^SB 1 Ofc-b-y h LT, RfrS^^-ifr-^^ 
MaKCD-R 1 tClEa-r^c CcD3.-+Pr-^fCO^ 

t, tr>frimm%mt, i#s<oa»cwlt<d*^% 

SrCD-RfcES-rsil^ii, WAtf, pfi£OBg*f8tT 
x-^^Sg^ftLTCD-RtCfEiiL, ^tDCD-Ri: 

-fX^^CffilgjgftSEfliLTl^o L^L, CCDcfco 
*?I^«:cD|pIBfE^t4¥raA ,; ^^?.±, E**"POl9 

[0 0 4 9] *tifaCQBWi<DC D-R 1 (4, — OCDfEtS 
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[0 0 5 0] B7K*l>T. 3.— IftCtS-r-^fftii 

*jna;&Mj&"r s cd-r jRsmssm ion. * 

XhSM2 1 fr5.^#tjA*^0^»^*lJ^f § (X 

r-y7S3 l) o ^LT, *X 
1 tcftLT I DX*H**»fifL (Xir-y7°S 
3 2), *XM8H2 l {4, BJffi±{c I DA7j£{3#f 
I^OGU I (Graphical User Interface) £^ 
Lta- >flc KSPfrS© I DA*J*£tttt 

It (Xx-y7°S3 3) , kJlttlfc I DtI*8£CD-R 

[00 5 1] CD-RiE8ff£§Sfil Ofi, CD-R 1 

r, *x h^H2 1 *»6fiai«nfc i Di9*i:o-a% 

W«L Uf77 , S3 4) , *-ST»*fttf*©S£*l 
a*H71"4— -SfT-$>n(i\ CD-R10->Xf 

ii2 1 ceai-r* Uf^v^s 3 5) „ *xhgi2 1 

It, *©W«*fefflV^T±E3.— Fr-^Hg^fbx- 
*££BiL (Xf7^S3 6) , SBMWffcT-: *&C 
D-RiE»?f£gHl OfcfSgf S 0 CD-RMS£ 
ggtl 0«, i&K&SnfcHg^ft-r-^fcCD-R lOf 

[0 0 5 2] ±IB ra-HflCiSx-^tiA 

fe©, C D-R7^?-3 2(i±a>cDC D-RIB§|f§£ 
SSI OfcfflS-fSfc©, CD-R 3 3(i±$©CD- 
R 1 KfflS-rSfcOTfcS. 

[0 0 5 3] CCQHtcfcl^T, 3— »f(i, CD-R 3 3 
£CD-R7-T*-3 2fcg«"r5fc#K, /<-V"*vU 
3>h°a-^3 l*»ffLTB?S©»*a*HiM^*CD 
-R-7^^-3 2lCWrt?Z>o CD-R7^^-3 2 ti 

1 fcjIU /^-V-t^nytfa— ^ 3 1 {iH 
ffi±tc I DA2)*ffl#-f i<DG U 1 *£ijVr*o a— »f 
M\ f©GU I Kfi6oTBf*OI DtSffi (CD-R 3 3 

U /^-yt/l/3>lfa-?3 1 tiA2l«*nfc 1 Dtffg 
£C D-R7^^-3 2 {CfHig-f So 

[0 0 5 4] C 2 it, CD-R33© 

->XTA®«£ifc6frl;i&»£&$nT^5 I Dlf$8£ 
tt*HJU ^-Vtfo^yM 3.-9 3 l^eteiM^nfc 

I Dlf$Bi:<0-a^¥iJ^LT, |-St$ftWif 
itl,Tfft&#£fg§f 3-75\ -ifcLT^ntf, CD 
-R 3 3©i/X^Afiig»C&6frUi6!L $ t&SftTt/->-5 

Bg-^g|^8^tHtT^-y^;b=jytf a-^? 3 1 icftig 
t§. /^-y^-;Ua>t°a-^3 ltt, *<DH|^«*ffl 
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I 3-+fT- * fcm^ft L , fighter- ^CD-R 
7^^-3 2(ClsjM-r^c CD-Ry^-3 2im% 
itr-ZZC D-R 3 3<0r-*x'J7£iBSLfc1& 

[00 5 5] L/iAbT, £<D la— tftc iS-r-^ffi 
SiiftfflSU fcintf, CD-R©S'*-rAHiWc<&& 
frbi6S£iA3:ttfc I Dfl}«*fflt>T3.— tfBJ0E%ff 9 
io ^i^T't^t*;, BKa— if (iEMa— if) tcfco 

TfTfettSx— £**i&#<DI8WC, CD-RO->XfL 
[0 0 5 6] *OlS||. a.— iftt, *X h«H*J*f^L 

tzn? turn*. < , s^a— vr—SHommmmts 

20 [0 0 5 7] <a-tfK«fc§r-*||£«ig>|g9ti, 
a— fSPST'^^nSx-^PM^ (WT la— if 

ia§f-^ssMj ti/^o ) %st7D-^+- 

r-T*&3 0 cojpjTtt, a— »m, auifioa— <f{C«fc 
S r- £ 3 € JAWItc <fc o T Bg^fbr - 9 *<S £ & $ 
nfcCD-Rl*X¥U ^tDCD-R 1 ^C D-RH2 
0Ct7 H UT, fOCD-Rl*>5^ 
S i: si^fbx- * «K»tll L . Bg^i|p&ffl i^TS^fbT 

30 A^ffi-TSCtfcSSo J8-03.— Ifttiaft 1 DiSfiJ 
*fil?Ti>5a- »f (WT riEMa— «fj fc^d. ) T 
SO, S?-©:i-+fl±IE^& I DflBB*to6ftl/^a— If 
(WT r^PiE^-Hfj fc^3„ ) r-S5„ 
[0 0 5 8] H9{C*3^T, 3— •flCtS-r-^SSEffl 

a* Mte-r st, cd-r leins^SE i o u , *xf 

^S2 1^6OS^*^<0^*fiJ^-r5 (X-r-y 7°S 
41). ■?■ LT, S^^SSt. *XhSIB2 UC 
WLT I DA*S**affL (XT-y7*S 4 2), >t>X 
hSS2 1 It, Hffi±fC I DA^^ffi^flom^C 
40 U 1 ^m^LX=L— y-"{C<t5+-#-K^6.<0 1 DA 
flfcStttttt (Xf'yT'S 4 3), AtlZtltz I DfitS 
*CD-Rl5»B4Slil Olcf^-TSo 
[0 0 5 9] CD-R8B»H^aEl Ott, CD-R1 

WS&L (Xx-v7°S 4 4), ^-ST'^n^IEa— «f 
iEjWJL— iftflKLT, CD-R 1 Ov'XxAMWcfif 

so 5Bi;?i?-fbf-*-^ «b *a«*m LTshx h mm 2 1 teas-r 
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3 (Xf7^S4 5) 0 *XhgB2 114, *<DV§*im 

[0 0 6 0] mi oti, ±!B rn— tffci^x-^ss 

n>k!a-^3 l (4±a?(0*XM£B2 HcfflSfSt 
CO. CD-R 7^*- 3 2tt±3£©CD-RiESIf£8 
B 1 OlCffl*Mt2>t><0. C D-R 3 3(4±i$CDC D-R 

itc*Ba-r*toT*«o io 

[0 0 6 1 ] l1<DEUC*5I/>T, a— CD-R 3 3 
fcCD-R^*— 3 2£g#$-5i:#K, /<— y*/l/ 
:nytfa-#3 l%»ffLTnfrSOS4^*CD-R 
7-r^-3 2\Z.WU-$%« CD-R7-r*-32liCO 
E£#*fclSiFl,T I Dl,%/<-Vt;l/3>ea-^ 
3 1 (CjIU /^-V-f;l/n>tfa-^ 3 i «H®±{c I 
DAfl£ffltf"fi«DGU IfcajjVTS,, x-+)-*{4, ^cO 
GU IfCffioTffi^CI DlUffi (CD-R3 3COSE^5fe 

3yfcfa-*3 U4A*Stlfc I DHHR*CD-R5-f 20 
$-3 2{C*ejM-TSo 

[0 0 6 2] C D-R^-T^-3 2(4, CD-R33CO 

w#ttiu /^-y-f;i/3>ifa-^3 i^e>e^?nrc 

LTl#^tltfI«ti— "ffcWWL, CD-R 3 30f7f 

U 7£§£&£ttT^3Bg*f ffcx-* fc*K*ffi LT^ 
-V7 u ;l/n>ifjL-^3 nc$EjM-f5o /^-V7;Uny 30 

IE£a-tffre>©7*-fcX*g ! lFSLfcl£, 

[0 0 6 3] Ltztf-oT, C<D la— tftC^Sr-^S 
£J&HJ K«fcttfcf, C D-RcD:>X7A»C$>?>fri; 

^fftiA^nfc i DflHBifflv^riEaa.— if' £^iex- 

T7 f -*S£fflS*m>ttTVS8£fc:l8»K CD-R 

[0 0 6 4] tt3.—>f*timLXT-Z<D 
frtSfcBSihU Wot, CD-RO-fc+aUTVttfcfil 
[0 0 6 5] <:i— IflcJcSTVX^n^— $ttII>EI l 

Ki % =l— vm&X'%vi-&tiZ7 t <(x*u\£-itiifc ay. 

T ra— fffciSxi-X^ntf-fiillj fct^ 0 ) 50 
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t7D-ft- KT'fcS. COfflaT-ti, x— *ff4, Sij 
i$<Ox— if ic «t § r - * § £ &*«tc «fc o TBS^ftf* 
-*#«#&*nfcCD-R 1 £A^U fCCD-R 
1%CD- RlSiiS^SH 1 0(C-t-y f~ LT, fOCD 

-r i frw%f%mtmmtT-2*MfritiL, mms^ 
ocd-rkss^hi ok: -try Yzntz*®m<oc 
irrs. nco-mommic^xt, ies4i disir* 

fcloTi/^IBJtx— if i^fc I D1S$a%393 6fti/^IE 
a— if co - Slicoa— tf 5 o 

[0 0 6 6] 01 llc*VT, a-if{ci§-rVx^n 
tf-*Ui*BMM-* fc, n e-7c<0 C D - R 1 L 

rcCD-Rmmn±^m cwt rntf-TtCD-Rtsis 

S£SBj 4:^5. ) l (Hi, *xhgffi2 ifr£<o:n 

e-^co^%^-r§ uf 7 7s 5i)„fL 

T, ntr-f&^SSfc, *Xh=gfi2 licftLTI D 
AftgjRfcfgfTL (X7-y7S 5 2) , *Xh8H2 1 
14, HffiJ±fc I DAt)^fii!^7!§cDp/f&'C0C U I «S^> 
LTa— tftCct^^-vK-K^^^co 1 DA**S»W 
if (X7-y7S 5 3), AftSftfc I D13«*31J-7C 
C D- RSB»H£SB 1 0 {cfEg-f 3„ 
[0 0 6 7] ntT-TtC D-RffiSW^SHS 1 0(4, C 
D-R 1 <0->XrAj?HlSfrc8t&$n-tV3 I D19«% 
M^ttiLT, *XhSS2 1^6teiM^nfcI Dfilffli: 
cO-imiJ£L (Xr-y7S5 4) , ^-aT'fetUf^ 
iEa- Vtm&iLXC D-R 1 ©x-^x'J 7(C#tiA 

(X7«v7S 5 5) -aTftntfjEIBJt.— If 

tWKLTCD-R 1 c0i/XTAfi$(Cffit3A$;hT^ 

'5 (X7-y7S 5 6) „ 
[0 0 6 8] tahgl2 1 (4, ^cD|ciM7'-^(C 1 D 

mmtm^mtftztix^zfr&frzmzL, i diw^r 
tBi^^#snr^ntf^co i Dmmtvmm^tf 

BWftr - * 31^-^coCD-R I BiWaSE 

1 0 CWT rntf-^CD-RfBiSS^SlJ i:^ 
9o ) 1 0(cIejML, ££(4, I DfflH£imW$$ 

[0 0 6 9] ntf-TcCD-RfB^S^SEl 0(4, IH 

S5a>co rtiHgfBtitfgiBsisaiij (H6#ps) 

lC&mbrc'&. Bg^ftx-^^ni^-ftcDC D-ROf 

-^xu7(cib®u, sfeti, eas^nfc-r-^tc i d 

3tf-5fec0C D-R©-r-*xy7iclESLfc1& IB® 
Sc7«:^XhSE2 1 (CjfflttiLT-Hli<07-i'X^nkr- 
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[0070] 01 2«» ±E rn— tf^ii.xVx^n 
i->i?y¥j.-$3 itt±»©**h8ll2 ncffl^-r 

Sfe<0, £{PJjcQC D-R 3 3 a (iae-SdCD-R 1 
fcfflysffcfcfl), iifclOCD-RT-l'*— 3 2 ai*±SE 
03£-7cCD-RgBSIf£gHl OKfflS-T-SfcO, 
fi«OCD-R7'r*-3 2 b{i±izKOn£-;ftCD- 
Rffi»IS££Hl OfCffi^-fSfcO, fi{|J<DCD-R 3 
3 b«3tf-ft<0CD-R(i:tl^-r5t^T'fe§o Tft 10 

d £Di?UTti, £«J<DC D-R 3 3 a OffiStS 
£1114) C D- R 3 3 b fcf^ X* n fc?-T 5fi»J*^ LT 

[00 7 1] lOHK^T, a— <ftt, ntf-jctn 
kf-ftCQC D-R 3 3 a, 3 3 b ^n^tlC D- R y 
-Y£-3 2a, 3 2 blcmmtZ t#lC, /i-Vf;l,=i 

C D-R^£-3 2 alCffiitZo ntf-^CD-R 
y<{2—3 2 afiC^ntf— ^(cft^LT I DigsR^ 

a-* 3 l tiifflgB±£ I DAftfctEtf-f §<DG U I £g 
/TnTSo a— ^©G U I lCV£^?ffife<D I Dtffg 
(C D-R 3 3 a©Eftftfr6IESKiiIifcl£ftfc I Dtl 
*) £AftU /^-V^-;Un>ea-^3 l«Atl?n 
fc I Dtit«£=ifc:-7cCD-R7-r*-3 2 a(C$i^"T 

[0 0 7 2] ntr-TcCD-R5l'^-3 2 afi, CD 
-R 3 3 a©i/Xf-A«B«fc&6fri;i&*£i&$nT^ 
5 I DflHR«K»aiL. ^-Vi-Jl=iy^^-^3 lfr 
6lE2&£nfc I D1Sffii:<0-a%!pJSLT» *-»T*& 30 
ftWflFiEa— "ffcflirU Bg^{tr-?cD*cD|5B5Sft:a 

U C D-R 3 3 a©*>XrAfS«{ca&6»*>i;i6*tji 
SftT^S I D1» $8 fc«HWfc&J:tfr-*x 'J 7lc«t • 

tfa-^3 1 fcisai-rso 

[0 0 7 3] ^-yt;i/3>ifa-^3 iti, nkf-ft 
CD-R ^£-3 2 btC»ta**^*»?T-rSi:tt 

ntf-7t©CD-R 3 3 afr6tt#fflbfc I Dlf 
*g> Wi»J:tfl|§fkf-**3i;-jfeCD-R5^ 40 
£-3 2 bfCfEiM-TSo ntf-^CD-R7-Y^-3 2 
b«*0I DfiW8i:H8W£CD-R3 3 b©->Xfi, 
nl^lC»§jAtyi:±t {c> ^CDBg^{tx'-*£CD-R 3 

Xhg§2 ltfflfilLT, &±~m<0 ra— iftciSx 
[0 0 7 4] LfctfoT. CtO la— *flc J; £ f-V X * 
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=l— tttcj: o Tf-V X * 3 e-Sng^ff^bfiT^^if^ 
(C|5g0> 3e-7tCD-R<Di/XxAfIlgltlcStjiSn 

mMtffcx-**** hSBfctsiSSL, *X hg®frt>3 
tf— 5tC D-R^-r^-fCfw&LT, ne-ftCD-R 
icWZ&tS C£#T-£3 0 
[0 0 7 5] f-0<SjR» JE^a-TOttcfVX?:^ 
-i&fffnlLTafcr-TcCD-RO^IiJ^tt^llig^-a: 

ffl»H*oaS*l»±LT, CD-RO-fe+a'J-TVttO 

[0076] <$ti6>jj(±, mwLtzttsv. *mm 

<omm<OC D-R 1 ii s a— tflc J: SiljgWftT* -fa* 
WB*66nTl#^*l.''*Keo«W OXxAfS|J§0 IZ I D 

^6n«cD-R7>r?- (CD-Rfe»#s£Siii 

0) fc % *OIBL**€:fiJfflLfc-b*ay^^«(||*5e 
SLT*3< CfcfcJ:!), C D — R 1 'VCD 7 -7 -b Xtlffico 

[0 0 7 7] LTztf^X, y-fhuyxmoft® (x- 
&-b*ay-r-ftt*#fc-£;fcCD-R 1 ^miilcjSffi-r 

£5c 

[0 0 7 8] ^43, W±OttWPtt» I D1ffffi*»BS5« 

a if u is«* ^> x r a mm t s t 1# > 5 *v c 

£D'>XrASSlslci:(i, a--^'{cj:5it^W*7^-bXA's 
I^S^n/cnBM (*§y^(C(±r-^xU7) W^OflSWi 
t^9«i»T-^0> mft<DPC AVPMA«t^5A/CD 

[0 0 7 9] gcfc, Bg^co^Tii, IfJcW^Jgrftn* 

(flflJAtf, ifasOD E S^aWWct,, F E A L : Fast 
Encipherment Algorithm's i:' <D fi$.tf$> •§> 0 ) CDl^-f 
n*«fflUTtfra:t>»li\ »ROHIttt» Hg^ftjajf 

[0080] ^/c, fjsaittwo 1 D-riiB^Bg^gi^iFijffi 

§1 OCQny r-a-^2 0^XhSB2 1 CD^-ry.1t" 
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© V 7 h 7 x 7Sii i: ©WHWttfcfc «t o T«Dgft(CH 

iaittWO I Dlt**W^**i|HJ/BLfc-fc*a 'Jf^ilg 

SuiS© ra— tffc < tsf f -^»ffji*«iaj (0 7# 
pa) s r^z.— tf ic =t §-r-^S4JQlfj 
itf rjL— •ftCtSx^X^ntf-^Ilj (01 l# 10 

[0 0 8 1] Ltzft-oT, *Hmc1&% I DflMB^Hg^ 

)tfVx^, ny/^hf^x^ &Mf— 7\ /> 
- Kxf X 7 £ fta^m^ * U * if cDlSg^ftg L < 

OC^ *v !~7-7±(C£oTEi8fl§fct:)«{«T 
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